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CAPTCHA

« 2019: One-fourth of all internet traffic was made of malicious bots.

- CAPTCHASs as one main countermeasure.

« Main CAPTCHA types:
* Previously text-, image-, and sound-based

 Now mostly behavior-based ones, with additional challenges

» Overall problem: advancement of these bots with the usage of artificial intelligence

- Need for different kinds of challenges
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Natural language understanding (NLU)

* Consists of hard to solve tasks.

* One such tasks is to rate the meaning Understanding Language
similarity of a word in two contexts: Emotion: Frustrated

/ Tone: Negative, Subjective

“Banks and credit-card firms are "Literally ur f3€6BOOK MESSEE@PBis — . Organization: Facebook

. you only want it to increase

kept out of the pICture,” profit. Please fix yourself. Its sad ———o Product: Messenger App

_ Sfacescok T~ Adjectives: “useless”, “sad”
“Let it be no bank or common stock, but | aneniage: Engllsh, Informal

every man be master of his own money.”
Devopedia.org

- Same meaning
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Pair challenge

Multiple of these usage pairs:

Rate how similar in meaning the highlighted words are in the following two sentences:

Banks and credit-card firms are kept out of the picture.

Let it be no bank or common stock, but every man be master of his own money.

1-very 4 - very
different similar
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List challenge

Reference Sentence:

Banks and credit-card firms are kept out of the picture.

Even though Mike's bank has lots of poker chips in it, it's not worth playing any further.

I'm going to bank the money tomorrow.

Google has lots of data banks to store any kinds of data.

Let it be no bank or common stock, but every man be master of his own money.

At the river bank you can find a nice place to rest.
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Success criteria

 Pair challenge: Overall pairwise agreement of the chosen labels to the truth labels.
—>Krippendorff's Alpha coefficient
Chosen: 1, 2, 2, 1, 4; Truth: 1, 3, 2, 2, 4; Krippendorff = 0.778

- List challenge: Order of the chosen list usages evaluated as their labels to the reference.
—~>Spearman’s rank correlation coefficient
Chosen: 4, 2, 3, 3, 1; Truth: 4, 3, 3, 2, 1; Spearman = 0.808

- Success rates will be looked at for different thresholds.
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Study

8 different pair and list challenges with the same data

1 out of 16 challenges was asked to complete

Feedback about the challenge was asked to be provided

Collected:
» Challenge results

» Time to complete the challenge
* Feedback
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Results — time to complete
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Results — pair challenges success rates
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Results — list challenges success rates
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Results — list challenge arm success rates
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Results — participant feedback

* Most criticism in time and difficulty to complete:
- Too much text to read

—> Tasks too complicated

* (Mostly) not preferred to other used CAPTCHAs:

- A view participants liked either the pair or list challenge
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Advanced attacker

« Based on Word-in-Context pre-trained model XL-LEXEME.

- Gives a cosine similarity for a target word in two contexts.

- Attacks pair challenges with a trained mapping of cosine similarity to label.

 Attacks list challenges by sorting the cosine similarity values.
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Attacker — pair challenges success rates
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Attacker - list challenges success rates
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Conclusion

« Overall human completion time and success rate do not improve in-use CAPTCHAs.

—->However, some individual challenge results show potential.

 Attacker’s success rate considerably too high considering a maximal success rate
of 1%.

—>However, some challenges are attacker-proof and the challenge pool may not
be large enough.
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Future work

Improvement of challenges by introducing human behavior analysis.

—>Possibly less complicated for humans, while increasing security.

Finding / Creating more suitable data.

Need for advanced attacker proof challenges remains.

—->Maybe even more than expected.

The research done in this thesis might provide a basis for further challenges
using tasks of NLU.
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